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ZERO-SWARM PROJECT

To Zero-SWARM, €IVCII gvda

Central NODE

Horlzon Europe IA I'IpOYpCI|J|JCI I"J€ Trial 1: Safe and autonomous fransport of

oKOno TNV €niTaxuvon Tn
U108£TNONG TwWV 5G TEXVOAOYIWV

ano Tov EUp(.OI'IClIKO

KATAOKEUAOTIKO TO|J€CI

>TOXOC €ival va NMeTUXEl Nnapaywyn |9 fesee  Node Pariner
KAINATIKG OUBETEPN Kal
unoponBoupevn Wwneiaka ano
TEXVOAOYIEG ONWG Ta I01WTIKA 5G
OikTUa, eva EVEPYO NANPOPOPIAKO
cuvexsq (active information
continuum), TexvoAoyieg digital
twin technologies ka1 xpnon

Al

27 €Taipol ano oAn Tnv Eupwnn.

goods in the factory shop floors using 5G

Trial 2: 5G enabled process aware AGVs
Trial 3: Plug & connect 5G industrial
network setups for industrial operations

V SME @© Horizontal Partner
@ Large Company

o Association

) ZEROSWARM

North NODE

Trial 1: Smart assembly in cabinet production
Trial 2: Sustainable powertrains

Trial 3: Remote operation in mass customized
production

- W Trial 4: 5G powered PLC's for real time

communications in distributed control systems

South NODE

Trial 1: Mobile intelligent agents for integrated

i re-configurability of the production line

Trial 2: Edge-cloud continuum to support
smart maintenance and optimization

Trial 3: 5G enabled remote quality control for
zero defect manufacturing



NEPITPAMMA

= KuBepvo-aopaAeia otnv 5G enabled 14.0
= Al enabled kuBepvo-ao@aAecia og Bioynxavika
ouoTNMaTa :

= Al via auTopaTonoInUeEvVN avayvwpion Kdal
avTIMETWNION OIKTUAKWYV AVWHAAIWV



KYBEPNO-AZ®PAAEIA 2THN 5G ENABLED 14.0



KYBEPNO-AZ®AAEIA ZTHN ENOXH THZ 14.0

)

= O opoc Industry 4.0 unopsi va opioTei wC ‘n TpEXouoda TAON VId
auTopaTonoinon kAl avraAAayn nAnpogopiaGg  OTIC  KATAOKEUAOTIKEG
TEXVOAOYIEC  ouunepiAapfavopevwy Twv  KUuBepvo-uoikwv  (CPS)
guoThparwv, 1o IIOT, 1O cloud kai cognitive computing yia Tnv
dnHIoupyia Tou EEunvou epyooTaaciou’.

= O1 Piounxaviec eEeAiooovtal, OUVOEOVTAGC TIC UMNOJOHMEC TOUC OEF
nAnpo@opilakeG (IT) TexvoAoyieg pe okono Tnv auénon Twv duvaToTNTWV
TOUC Kal TNV dnHIoupyia VEWV E1I0pOWV.

= BAenoupe TNV emiTaxupevn O1acuvdECn OTOIXEIWV TNG KATAOKEUAOTIKNG
aAucidac nou oxediaoTnkav Xwpeic oTifapn ao@AAsia kal ouxva Tnv
ekBeon Touc oTo O1adikTUO.

= AUTO 0dnyei oTnVv €kBeon Tou PBIOUNXAVIKOU TOMEA O€ MOAAEC ANEIAEC Kal
piokd.



NMPOZ®PATA NAPAAEIITMATA AMNMOTYXIQN KYBEPNO-AZ®PAAEIAZ
2THN BIOMHXANIA

« Maersk (2017): Mia kuBepvo-eniBeon pe To malware "NotPetya"™ odrynoe o€ dIAKOMEG o€ OAN
TNV dIAKOMIOTIKA aAuadida Tng €Taipiag, odnywvTac oTnv akivnaoia XIAIadwV KOVTEIVEP ava TNV
u@nAlo yia eBdouadec.

- Solar Winds (2020): H cicaywyn kakoBouAou kwdika o€ €va epyaleio dlaxeipiong dIKTUOU Kal
M1a WeUTIKN avakoivwon yia avaBaduion AoyiopikoU Xpnoigonoinénkav yia va dnuioupynoouv
backdoors ota cuoTpaTta Twv BupaTtwyv. ETaipiec onwc n Intel, n Cisco kai n Deloitte ATav
avaueoa ota Bupara.

= EykaraoTtaocelg enegepyaociag vepou Oldsmar (2021): Mia opdada enITIBEPEVWV KATAPEPE va
anokTnoel npooBaon ota cuotTnuata SCADA nou XpnoigonoloUuvTdl Yia ToV EAEYX0 TNG XNHIKNC
ene€epyaaoiac Tou vepou TG ®AOpIvTa kal Tpononoinoouv Ta enineda udpo&eidiou Tou vaTpiou
OTO NOCIYO VEPO.

= JBS (2021): Mia €niBeon Remote access hijack pye oToxo TNV TonoBeTNON ransomware OIEKOYE
TNV nNapaywyrn, KpeaTtoc kai Tn diavoun Tou o€ 0AOKANPEC TIC Hvwuevec MoAITeiec.

= Mia €kBeon TG IBM vyia To 2023 avepepe OTI O KATAOKEUAOTIKOC TOUEAC NTAV O MIO OUXVOG
OTOXOG €nIBecewV ransomware Ta TeAeuTaia dUo Xpovia. MepiloocdTEPO ANO TO €va TPITO TWV
KATAOKEUAOTWV Nou dEXTNKAV €niBEoeIC KATEBAAE AUTPA YiA va AVAKTAOEI Ta OedOMEVA TOU.



5G 'IA TA INDUSTRY VERTICALS

= Q¢ industry vertical, opifoupe TIC ETC]IpIEC;
NoOU ENIKEVTPpWVOVTAl OfE Hia sEsléleupsvn I

ayopd N TEXVOAOYIKO TOMEQ MOU EKTEIVETAl O€ \; \
NoAAOUC KAGdoUG. .

= To 5G pnopei €iTe va avTiKaTaoTNoEl €iTE ]

va OUPNANPWOEl TIC UNAPXEIC UMOJOMUEC EiTE . @ s
aoUpUATEG €iTE EVOUPUATEG : . | & /
P Ultra-Reliable Low-Latency

] = - Communication (URLLC)

= Mpoogpepel nOAU xapnAn TaxuTnTa
anokpiong (latency), upnAn agionioTia

ced Mobile
Broadhand (eMBB)

(reliability), Kal €EE1DIKEUNEVEG , ARG @ -
AEITOUPYIEC ONWC TOV akpiBr ouyxXpoVvIiouo ) ‘~/1 ‘ \/
Kal YEW-EVTOMIGHO, time sensitive : ;-
networking KTA. wesivetvaine e Q'

= MpooPEPEI OMOIOHOPPA, EUEAIKTA,
sn:—:KTc'wlua Kal 6|a|.|op(pco0||.|a

aouppam 5IKTUCI nou |.|nopouv va
oTnBouv TOMIKA N anopaKpucpsva (ekTOC
EYKATAOTACEWYV) HEOW d1apopwyV
eniAoywv avantuéng (deployment).



AI ENABLED CYBERSECURITY
IN 5G/B5G NETWORKS (1/2)

= To Al eival (wTIKNG onuaaciac yia Tnv eniteu&én 1d01oTNTwv Twv 5G/b5G onwc:
= Zero-touch Automation (eAaxiorn xeipokivnTn napeufaacn),
= AikTua Self-X (self-serving, self-fulfilling, self-assuring)

= AikTud autoopyavwong (SON) enopevncg yeviac (duvapikn BeATioTOMOINON
Kal avTIJETWNIOoN NPoBANNATWY KATA TN AEITOUPYIiA TOUG).

= To AI pnopei va anoTeAEocel TNV BAon yia unxaviopgoucg KuBepvo-aopaAelac kal va
unooTnpi&el Tnv Aeyopevn Zero-Trust approach:

= Ta 5IKTUCI 5G /b5G 6a npenel va 6|ax€|p|COVTa| psya)\o OYKO KIVI‘]O‘I‘]C,',
TEPAOTIO ap|9|.|o OUVOEBENEVMV CUOKEUWYV VW Oa YEQUPWVOUV
ETEPOYEVEIG TEXVOAOYIEGC KAl UNNPETIEG.

= To nepiBaAAov nou unooxovTal Ta NANpwc uAonoinueva dikTtua 5G/b5G Ba
oONYNOoel 0€ €va TOMNio NEPINAOK®WV Kdl SUVAHIK®WV ANEIA®V OTOV
KUBEPVOX®WPO.

= H TexvnTtn vonpoouvn UMopei va napexel AUCEIG nou gival npooapuommsq,
e€unvec kal uynopouv va ocupBadidouv PE TNV I1UKVOTI1TCI ™G Klvnonc; (traffic

density) kal Tnv puBpanodoon (throughput) nou anaiteital and ta diktua 5G /
b5G.



ASPECTS OF CYBERSECURITY

= [a va eniTeuxBei eva ocUoTNUA aoPAAEIac OTOV KUBEPVOXWPO,
npenel va AngBouv unown noAAanAec nTuxec!

= Ao@aAsia HEOW OXediaong onpaivel eva oxedlacuo nou
«npooTaTevel o€ eUAoya NAaiola anod KakOBoUAOUG POPEIC
TOU KUBepvoxwpou, dnAadn €unodilovTac TOuC vad anoKTAOOUV
npoofaocn o€ OUOKEUEG, OedopeEVa KAl TIGC O1aOUVOEDEPEVEC
UNOOOMEC™.
= AUTO NePIAAUPBAVEI TN XPNON OUYKEKPIMEVWV APXWV,
NOAITIKWV Kal 01adIkaolwV apXITEKTOVIKNG KAl oXedIa0uoU.

= O1 avOpwnol nNpenel va €Xouv eniyvwon, va AauBavouv
eknaideuon Kal va €ival uneubuvol yia Tn QUOIKN acPpaAsiq.

= H aogpaA&eia Tnc nAnpo@opiag (information security)
nepitAappavel IT, OT, diapUAA&n ASITOUPYIKWV KAl MPOCWMNIKWV
OEOONEVWV.

= To AI pynopei va BonOnNoel kail oTa Tpid.

Information
Security

Cybersecurity

Security
by design
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AI ENABLED CYBERSECURITY
IN 5G/B5G NETWORKS (2/2)

= Ti1 evvooupe Al enabled KuBepvoao@paA&iqa;

= Tnv xpnon pnxavicpmwv nou Bacifovral oro AI yia TV

ekTeAeon/eniBoAn diepyaciwyv yia Tn diaxeipion TG acPaAeiac, Tng
EUNICTOOUVNG KAl TOU anoppnTou € €va cuoTnua.

( Al applications to cybersecurity \

Automated Threat

Identity & Access Management

Response and Remediation

Behavioral Analytics and
Network Anomaly
Detection

-
'--‘
‘..~~

Moving Target | _--
Defense

0-Day Vulnerability | _---

4
4
K AI controlled attacks

Detection White Hat
/' Hacker "T=~___

]
1
: RESTful API security
1
|

Root Cause Analysis

.—= Cybersecurity Training

Configuration Validation &
System Integrity

o -
=~ Reconnaissance

AI enabled
Penetration Testing

Figure adapted from [1] C.
Benzaid and T. Taleb, "AI
for Beyond 5G Networks: A
Cyber-Security Defense or
Offense Enabler?," in IEEE
Network, vol. 34, no. 6, pp.
140-147,
November/December 2020,.
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AI FOR NETWORK
ANOMALY DETECTION
AND MITIGATION

Il
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REFERENCE CYBERSECURITY
ARCHITECTURE

Remote Remote
Access Backup -

Internet
s P DR
) <

External Firewall

: (— . == Untrusted
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etwor =]
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Systems Management Operations Management

o o - % _%1 o - — L3: Operations &  f= |Secure
=— S QO =] = % =" System management
Network Antivirus S it Domain Remote . L .
Network Al Systems Backup >ecurity Al Operations Application Domain . -
Monitoring  Server Msaer:f’\a,%?r updates Updates Controllers Access Server Carver | Commn Logging FL Server
- S Domain  System  Backup Engineering
South traffic Firewall % Controllers  Servers Clients -
- =
CIieNnt/SerI\(/er = EO L2: Supervisory
etwor Control
______________________________ %__Cent_@_Nﬂmo_rEEiLe_@ﬂs_%________________.
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Protocol . -
ConEl:If)(I:PN/t[aFE;mrk Ccz:‘g:%g%?)rk B3 onverter L1: Iz:ocatI/BIasm
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1 53 53 o 53 53 5] Adapted from ABB “ICS
Bus, I/O -
___________________ Cs Cs Cs Cs Cs Cso ] | cyber Security Reference
Architecture” 2021

LO: Process

<

Field actors, instruments and devices

whitepaper

Baoiopevo otnv apxiTekTovikn Twv 5 eninedwv Tou IEC 62443 reference model .



ANOMALY DETECTION AND COUNTERMEASURE SELECTION MODULE

= H avixveuon avwpaAiwv Jnopei va evtonioel
anokAiogIC anod TNV KAvovikn CUPnEPIPOPA TOU
OUOTNMATOG, Ol ONOIEC PNOopEi va €ival
EVOEIKTIKEG [IAC KUBEPVOENIBEONG 1N HIAC
SuOoAsITOUPYiIaG TOU CUCTRHATOG.

= H avixveuon kal n avayvwpion ToV avwdaAiwv

OTA ApPXIKa TOUG oTadia €niTpENEl TNV TAXEiA

anokpion, eAaxioTonolwvTac Tnv mlavn {nuia

N TO XpOovo diakonng AsiToupyiag.

= Ol kuBepvoeniBeoelc pnopouv va
AVTIMETWMNIOTOUV PUE SIAPOPETIKEG OPAOTEIG

HeETpIaogHou (mitigation actions), dnuioupywvTag

TNV avaykn yla gnxaviopoucg nou BonBouv Tnv
auTopaTonoinHévn entAoyn Twv BEATIOTWV
avTiHeETPWYV (countermeasures).

@D
N
—
Network
traffic data &

Resource
consumption data

Anomaly Detection model

Moduyle Agent

Secondary

functionalities
/

Anomaly
Detection Module
Core

A Provide
Data for

Provide
Updated
retraining

- — — — v 1

Perform Al

Anomalous text-based
traffic Anoma Deep packet Deep I

detected inspection (£

Primary functionalities

Attacks & Attack
Types
detected

Provide

Data for v

etraining

Countermeasure — Countermeasure

selection module “JFWSE selection module
agent Updated

model
Op!lmal

Countermeasures
Decision

Network

Management &
Orchestration Systems E‘
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POSITION IN ARCHITECTURE

Remote Remote

Deep paCket ~_ Cloud Access Backup

Anc_)r_naly inspection % C@ %_1 Anomaly
classification submodule el Fremal Business related Clients & Servers Y detection
submodule ssiness | 7y ][] Module core
: sverk Remote Workstations Laptops BUSS
Ngflh_t_@f_ﬁEEiL%W_aﬂ% _______________________ =1l

I System Network
N ¥ Systems Management perations Management /1
(— (m— - Countermeasure
= =—] = == C— = <
= S @ SO % 1 1l = E @ f Module core
Network Al Systems Network Antivirus Backup Security Domain Remgje Al Operations Application Domain -
Monitoring _ Server Msaenre;%?r updates Updates Controllers Server Server Controllers Logging FL Server
1 South traffic Firewall % cgr?trrnoéllllra]rs Ssésrfrirps pr En?:ilineietrsmg
e - | |
Client/s = SO
Countermeasure Notuode——t [ 7 | O1 unxaviopoi BagiZovra
selection agent @ _ % * I HNXAavIioHOl IGovTal
C I N k Fi I . .
et - ¢ o€ Python microservices
« O1 Al aAyopiBuoi €ival
Control Network Control Network B3 s -
Ultralight (TCP/IP) (non TCP/IP) converter YPAppEVOI O Pytorch
anomaly 70 Fd Fdeswo Fd Fd P + Containerized & Deployable
detection = [ttt e L e L L R e e e PR P e ME Kubernetes kal
‘ﬁ’ Helm Charts




ULTRALIGHT ANOMALY DETECTION:
OVERVIEW

= H Taxeia avixveuon TwV avwudAlov oTo OIiKTUO
anoTeAsi Baon yia TNV ac@PAlA&gid Tou.

= H TEXYvVNT Vvonuoouvn, O OUYKpION ME TIC
«napadooiakec» peBodouc ML, enekTeiveTal KAAUTEPA O€
dedopeva avwpaAliov  MEYAANG  KAigakac/uwnAoTepnG
diaocTaonc.

= H avwpaAn kivnon dev unodnAwvel navta €nibeon,
aAAd 6a pnopouoe eniong va unodelkvuUel OUCAEITOUPYIEC,
OoQAANATa UAIKOU K.AM.

= O okonoc autoU TOU €pyaAsiou e€ival va avixVveuel
avwHPaAiec kal 0!I TNV UMOKEIYJEVN aITia TOu .

= [lpoTeivoupe TNV XpNnon Hiac napaiAAaync Twv
Conditional Variational Autoencoder (CVAE) variant,
To “Log-Cosh CVAE"” [1] padi ye eva ZUVEeAIKTIKO AiKTUO
(CNN).

[1] X. Xu, J. Li, Y. Yang and F. Shen, "Toward Effective Intrusion Detection Using Log-Cosh Conditional

Input: Raw Traffic

—3
Data (.pcapng) !.
\

Feature extraction: Feature
Flow Features and
Inter-Arrival statistics Extraction

as timeseries *

AI model:

Conditional

Variational
Autoencoder DNN

Output: Traffic ! \

classification to @
Beni d -} -’
At SR 24

Variational Autoencoder," in IEEE Internet of Things Journal, vol. 8, no. 8, 2021

16



ULTRALIGHT ANOMALY DETECTION:
PROBLEM SOLUTION & RESULTS

= To CVAE avTiheTwNi(el  aAnOTEAECNATIKAG TNV CVAE Architecture
aviookatavourn pHeTagu Twv KAAoswv kal dgdopeva ‘
MEYAAwWV d1a0TACEWV.  Encoder " Decoder

Labels —

= To CVAE povTelonolsi Tnv  KATtavopn Twv = - - i«— Labels
v v v v i | —— / N C cted f
npaypaTikwv dedopévwv pe AavBdavouoeg PeTaBANTV | Ineut — | -

(latent variables) kai AeIToupyei w¢ yevvnNTpIA TEXVNTWV W / — [ -
0edOUEVWV MOU XPNOIUONOIOUME Yia va €knal®eUCOUUE  rcemtod | symtnetic

TOV aAyopiBuo. 2 Datiset

= AfioAoynoape Tov aAyopiBuo os €va avoixTo dataset ! Classifier '

To 5G-NIDD (8 attacks DoS/DDoS and Port Scan [T — output
types)[1]. |

= Ta anoteAeopata €d€i&av  OTI N NPOTEIVOMEVN fl sorax
npoogyyion : S

A) anodidel e€iocou kaAa pe Tn Auon ML pe Tnv kaAuTepn anodoon(Decision Tree ~99.9% accuracy)

B) Eival onuavTika ypnyopoTEpPo (avg. 1 ms) cuykpITIKA JE TNV aueowc kaAutepn Auon(Decision
Tree avg. 28 ms)

[1] Sehan Samarakoon et al., December 2, 2022, "5G-NIDD: A Comprehensive Network Intrusion Detection Dataset Generated over 5G
Wireless Network", IEEE Dataport 17



ANOMALY CLASSIFICATION oo -

Input: Anomalous
Traffic

; . . ] Data (.pcapng)

= To EMOMEVO BI’]LICI METAG TOV E&EVTONMIOHKO HIAg

avwpuaAiac eival n npoonabela va dIaKpPiVOUUE:
A. TO €id0G TNC avwpuaAiacg

B. Z& nepinTwon KuBepvo-eniBeoncg/kKuBepvoaneiAng,
Tov TUNO TNG

Feature extraction: Feature

Flow Features and .
Inter-Arrival statistics Extraction

as timeseries

AI model: Dilated
Causal Convolutional
Neural Network

\
L N\
*@

Benign  Attack Unknown
(+ type)

= [penel va yvwpioupe Ta €idn Twv eniBecewv yia
va eniAeEoupe Ta kataAAnAa avTigeTpa

= [penel va napakoAouBoUuE NEPINTWOEIC WEUDOWC
OeTikwVv anoTeAeopatwyv: H kaAondncg kukAopopia
nou npoodiopileTal wWC aAvVWPAAn HMopei  va
unodelkvuel OTI TO €PYAAE&io avixveuong Twv
avwpaAiov Xpertaleral enaveknaideuon.

= [lpoteivoupe TnVv ¥Xpnon Twv Dilated Causal
Convolutional NN (DCNN) [1] vyia auTth Tnv
epyaacia.

Output: Anomaly
classification to type

[1] X. Zhang and J. You, "A Gated Dilated Causal Convolution Based
Encoder-Decoder for Network Traffic Forecasting," in IEEE Access, vol. 8, pp.
6087-6097, 2020, doi: 10.1109/ACCESS.2019.2963449.



ANOMALY CLASSIFICATION: PROBLEM
SOLUTION AND RESULTS

A) anodidel €&iocou kaAda kail Aiyo ypnyoportepa (0.03s)

Og Ox£on pe TNV KaAuTepn ML Auon (Random Forest (RF) | © @000 60 @

0000000

! " _,/I \, !
i i
| ....A..A. Input,’
\\

>ta DCNN, e@apuolovtal @iATpa napakapnTovTag
oedopeva kata TNV €icodo Toug oTo OIKTUO, EMITPENOVTAC
oTo OeKkTIKO (perceptive) nedio Tou dIKTUOU va avanTuxBei
EKOETIKA.

AuTn n 1010TNTA TOUC €NITPENElI vad HOVTEAOMOIOUV AKOMN
Kal sparse oedopeva
nakponpoBeopec/Bpaxunpobeouec oxeoelC akoAoubiac.

A&loAoynoape Tov aAyopiOuo oto dataset 5G-NIDD.
Ta anoteheopaTa €dei€av OTI N NPOTEIVOUEVN NPOCEYYION :

~99.4% accuracy, 0.037s)

B) Eival onMavTikd nio apyn o€ ouykpion WE Tn OeUTEPN

KaAuTepn Auon (Decision Tree, ~99.1% accuracy, 30ms)

Had HE -

L A A B A B B A _/ :

________________________________________________________________________________

Convolutional Layer

)

)

L

Convolutional Layer )
)
)

Flatten Layer

)
Dense Layer

{
( Convolutional Layer
[
[
[

Standard Convolution

: .O.../I\...Q. Outp“"e

Layer

Dilated Convolution !
@ Output |

Hlddeni
Layer

© 0O



AUTOMATED COUNTERMEASURE
SELECTION: OVERVIEW

= A@OU evTonioToUV Mia N MEPICOOTEPEC

€NIBECEIG, MPENE! Va TIG AVTIUETWMICOULE. Al

[ v F Device T \‘\ e N
" MOVTE)\OHOanG ME ™V diadikaoia _D_é\-,fc-;c-e-Typep:r evice yp;ewceTypeZ 4 Possible Countermeasures for active Devices A
ENIAOYN TWV AVTIMETPWV G evad multi- | ey | sossas |
objective 0-1 Knapsack npoBAnpa l  E | countermessure | | countermeasure |- | countermessure. |
= rla Kc'les snieso-n nou GVIXVEUETGI, Eé KPI, i Eé KPI, EE :\‘\PAl:B|0CkP0rt P, : Block Device P, : Limit Rate /,’:
HMOPOUV va E€(QAPUOCTOUV MEPICOOTEPEG | g . 8- I
ano Hia EVEPYEIEG AVTIHETPWV, n.X. | | KPh ElL I S e ——

anoKAEIOWOC MIac BUpacg, NEPIOPICUOG Tou —r
Values

' v v z S Block
pubuou  TNG  KAKOPBOUANG  OUOKEUNG, |3 g@ § | 1 lo lo |. |1
GHOK)\EIGIJ(SC; TnC O-UO-KEUIJ]C K.AM. % KPI ; % ues : *1 indicates that countermeasure p is selected as
= XpnoiponoioUpe pia véa npoogyyion [1] | 5 5t e partatiiesalition -
nou ouvdualel Ta Pointer DNNs pe Tnv | 3 [, 3 [ker,
uEBodo normalized normal constrained \

____________________________________

method via va eniAuoel To npoBAnua.

[1] Asterios Mpatziakas, Anastasios Drosou, Stavros Papadopoulos, Dimitiris Tzovaras, IoT threat mitigation engine empowered by artificial
intelligence multi-objective optimization, Journal of Network and Computer Applications, Volume 203, 2022



AUTOMATED COUNTERMEASURE
SELECTION: PROBLEM SOLUTION

= O oToOXOoC €ival va BpeBei To CUVOAD TwWV
avTigeTpwv nou BeATioTonolei TEooepa KPI
nou oXeTilovral HE KUBepvo-ao@PAaAEsia
(CVSS, Deployment Cost, Coverage, RORI
index)

= >1a MO npoBAnuaTa, n BeATioTtonoinon TNG
TIMNG &vOoC Mepovwpevou KPI  pnopei va
odNynoel o€ avenmiOuunNTa AanoTeA&gopara
OE OXEON ME TIC TIMEC TwV AAAwV KPI.

= To anoTeheopa e€ival €va oOUVOAO
BEATIOTWV AUCEWV nou avTioTaduilovTal
via ta KPI, nou ouxva avageperalr g
MeTwno Pareto

= TEAOC, €EMAEYETAl Yia AUCN anod To GUVOAO
xpnoigonolwvrac pia pgebodo onwcg mn.X TO
Weighted Sum, Weighted Product or
TOPSIS.

Pointer network Architecture

N

;’/ Embedding *

Input

N

/" EncodingLayer *, -

—t— |
N S
Hidden States

: Decoding Layer
| | Encoded output

Output

_______________ '_______________,‘/

{ Context Layer

________ S

7 Attention Layer

21




AUTOMATED COUNTERMEASURE
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[1] Asterios Mpatziakas, Anastasios Drosou, Stavros Papadopoulos, Dimitiris Tzovaras, IoT threat mitigation engine empowered by artificial
intelligence multi-objective optimization, Journal of Network and Computer Applications, Volume 203, 2022



DEEP PACKET INSPECTION TOOL FOR
UNKNOWN ANOMALY ANALYSIS (1/2)

= To epvyaAeio eniBswpnonc Deep Packet eniTpenel
OTOV  XEIPIOTI] TOU CUOTAMWATOC VA  dMOKTNOE
NEPAITEPW YVWOEIC OXETIKA HE MPWTOYVWPA HOTiBa
avwpHaAng kKivnong oto dikTuo.

= Madi pe Ta dedopeva Kivnong, XpnoldonolsiTal Kal
TO NEPIEXOMEVO TOU PNVUHMATOG WG NAnpogopia.

= 'Exel anodeixBei ol To Al pnopei va avayvwpioel
OWOoTA, KOMMATIA TwV Aeyopevwyv  [ponyHevwy
Enipovwv AneAwv (Advanced Peristant Threats -
APT).

= O1 APT cival noAUNAOKEG, eEEAIYHEVEC ENIOECEIC
UE OTOXO VA AnMoKTNOOUV TOV €AEYXO €vOC OIKTUOU Kal
AQUBAVOUV XWPAa O EKTETAUEVEC XPOVIKEC NEPIOOOUC.

Input: Anomalous
Traffic

Data (.pcapng) +

Message payload

Feature extraction: Feature
Flow Features, Inter- :
Arrival statistics Extraction

¥

AI model:

Conditional

Variational
Autoencoder + DCNN

Output: Advanced
Persistent Threat
stage classification

APT-Phase
detection
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DEEP PACKET INSPECTION FOR
UNKNOWN ANOMALY ANALYSIS

= [lpoTeivoupe TNV Xpuon Tou Log-Cosh CVAE kail Tou
DCCNN yia Tnv npoekTacon nou npoteiveral oto [1].

= EK TWV UOTEPWV €EAEYXOC €AV Kivnon ME aAvWMPAAo
MOTIBO ENICKEWINOTNTAC AVNKEI O€ Eva ano Ta akoAouba
BAuaTa evocg APT:

= Reconnaissance: TonoAoyiag

XapToypapnon

OIKTUOU, OIaBECIYEC UNNPECIEC KAl XPNOIUOMOINUEVEG
ekOOOEIC AOYIOHMIKOU VYid TOV €VvTONIONO niBavwyv
onuEiwV €10000U.

= Foothold establishment: Ta onueia €ico0dou

a&lonolouvTal yia Tn dnuioupyia evog kavaAioU EVTOAWV
Kal EAEYXOU

= Lateral movement: Ta ndn napafiacpEva KoppaTia
TOU OUOTAMATOC XpnoigonolouvTal yia va Tnv €i0odo
BaBuTepa oTO CUOTNMNA KAl TNV AnokTnon npooBacng o€
unoouoTnuaTa nou Ogv €ival aueca ocuvoedeeva LUE eva
dnuoaoio dikTuo.

= Data exfiltration: kAonn un dnuociwv dedopeEvwV
neava uynAng a&iag
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[1] A. Dijk, "Detection of Advanced Persistent Threats using Artificial
Intelligence for Deep Packet Inspection,”
Conference on Big Data (Big Data), Orlando, FL, USA, 2021, pp.

2092-2097.
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